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Why tracking
packets?

e |SP customers point of view

— Track attackersto find responsible for attacks.

— Stop attacksin order to reset regular service for legitimate users.

— Uselegidation to bring responsible in front of a court.

» Charge responsible for damages done.
» Dissuasion of future hackers.

e |SP point of view

— Provide tracking service to customer (for money).

— Stop attacks as soon as possible in order to limit traffic in his own

network.
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 Why not use source address ?

» Spoofed addresses. Filtering
point for L

e Asymmetric routes.
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e EXisting approaches

— Extend flow information.

» On each network device, send some identifying information to the

destination along with the flow.

» Destination recovers identification information to guess the path to

packets sources.
— Trace back flows.
* From the destination, find sources among immediate neighbors.
» Ask neighborsto perform similar job.
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Extend flow
Information

e Two classes of approaches

— Packet marking.
» Use specific packet selection strategy.
» Storeidentification information into I P packet.
» Storing spaceis limited.

— ICMP message.
» Use common packet selection strategy.

* Build ICMP packet including captured packet and identification
information.

» Send both packets to the destination.
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» Packet Marking basics
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» Packet Marking basics
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» Packet Marking basics:
— IssuettO: Distance attenuation
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Routeur O Routeur 4
Only tags from R3!
Packet 1
Packet 2 3 8
Packet 1 Routeur 1 vietim
Attacker 1 Pasket 1 b
P 1
aéket Routeur 3~ | Packet 2
Routeur 2 Packet 2| [pack s

it
—
Lz
"



Introduction

| Tracking |
"ClExt Flow Inf

Trace Back

Packet Marking

» Packet Marking basics:
— |ssuettl: Packet Overwrite
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» Packet Marking basics
— Issuet2: Accidental collision
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» Packet Marking basics

Routeur O

— Issue#3: Voluntary collision
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» Packet Marking basics
— Issuet4. Packet loss
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» Packet Marking basics
— Conseguence#l: No answer.

Attacker 2

Routeur O Routeur 4
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» Packet Marking basics
— Consequence#2: False answer.
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« Mathematical problemsthat play arolein packet marking:

— Packet marking probabilities
o Let’sconsider packets with asingle stamp.
» Marking probability by each router isp.
 Marking probability by router R, at d hops from receiver is: Pgy= p. (1 - p)%t
— Proof:
» Ford=1 Py =p
» Ford =d-1_Pgy,=p.(1-p)0t=p.(1-p*?
3 Pra A Praaf(1-P)=p. (1-p)*2.(1-p)=p.(1-p)**  (r9:p,=p)
\O - O(\ Rid ... R,
\19 \\\ R,| R RI{|R
Q& C}O d -1 2 1
(’\@’6  Probability that marking by routers R’ ; at more d hops from receiver is not
0\0 overwritten is: PR’df (1-p¢  (rq:p>l2  Prg<Prq,P<l/2  Pgy>Pgy

Q — Proof: aterms

5 Poy=(1-p)..(1-P)

New dt" router inserted
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« Mathematical problemsthat play arolein packet marking:

— Coupon collector problem:
e Let’'sconsider aset of n stamps.
— We haveto collect n stampss;...s, towin.
— The probability to get stamp s on abox is1/n
* The probability that will get all n stamps after n box is. (n-1)!/ n"

— Proof
. P= 1.(2-1n).(1-2n).....(1- (n-1)/n)
0\\9 = (n- )!nn
@c’ * The number of boxes you have to buy to get n couponsis: n. (log(n)+1)
’ éé\ — Proof
O E= 1+ 1(1-1n) + ... Y(L-i/n)+ ... + Y(1 - (n-1)/n)
1+n/(n-1)+...+n

?\

E» n. (log(n) + 1)
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« Mathematical problemsthat play arolein packet marking:

— Birthday paradox:
e Takenelementsx,...x, from aset made of N with a probability p = 1/N.
* the probability that $ j,k such that x; = X, is

e Proof:

O
Q
Ny

P = 1-(1- UN) (0D

collision(n,N) —

For n=2, Pisonzny = 1- (1 - N) 1 =1N
Consider a set made of n-1 elements. @P., collison(n-LN) = = (1- /N) (n1.(n-2))2
and add another element x.

The probability to have a collision between x and another n-1 element is.
P =(1/N) for each n-1 element

collision(2,N) —

@ P collision(n,N) — - QP collison(n-1,N) - (Q collision (2,N) )(
P =1-0 P collision(n,N) — =1- (1 1/N) (n-1.(n-2))/12 + (n-1)

collision(n,N) —
P =1- (1-UN) (D) .n2

collision(n,N) —
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o EXxisting packet marking approaches:

Router stamping (Doeppner & al. 2000)

Network support for | P traceback (Savage & al. 2000)
» Advanced marking scheme (Song & Perrig 2001)
» Efficient packet marking for large-scale I P traceback (Goodrich 2002)
» Adjusted Probabilistic Edge coding (Peng & al. 2003)

Algebraic approach (Dean & al. 2001)

Probabilistic packet marking (Adler 2002)
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e Router Stamping (Doeppner & a. CCS 00)

— Extend IP packet header with s fixed size fields:

Interface Address .. Interface Address

S~ 7

 sfidds

— Interface: Interface on which the packet has been received.
— Address: Address of the router.

i/R,00  ifRi/RO ifRyifRyi/R

C RIS N,
pe=e

kil
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e Router Stamping (Doeppner & a. CCS 00)

— Problem

o Consider r: diameter of the network, if r > sthere may be some
collisions.

 |f attacker knows collisions in advance he can hide his identity
iO/R01O IO/RDO i01R11iO/R3

R, R, R;
R, hides attackers behind R,
* |norder to prevent an attacker from guessing collisions we can use a
non determinist marking mechanism:
— Let’s Consider router Rn at n hops from destination.

— p=9/r. we choose x randomly 0<=x<1
— If x < pmark [xr] field.

>
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e Router Stamping (Doeppner & a. CCS 00)

Packet Marking

— example;
I/R,,O I/R,,O 1, R, 1/R,
R, R, R,
R, hides attackers behind R,
— 1=3, =2, p=2/3.

— Probability to be marked only by R iny :M
R, marks the packet infield y: p
R.., marksthe packet infield y: 1/s*p = 1/r

— Probability for Ry 2/3(2/3)2= 8/27 = 30%

>

v

»

»

»

R..,, does not marks the packet in field y: 1 - 1/r

M = p(1-L/r) (™D

>
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e Router Stamping (Doeppner & a. CCS 00)

— But how do you order the stamps ?

 You can order packets according to the frequency of markings.
0.R;=p=2/3
1. R, = p(1-1/r) = 4/9
2. Ry = p(1-Ur)>=8/27

o After 39 packets (tgtal: 78 stamps)
— 26 Ry,
— 17R* - Thuswe haveR,, R;, R;
— 12Ry*

We have 23 stamps left !
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e Router Stamping (Doeppner & a. CCS 00)

— Problems:

e You can send false information to the destination:
— If you mark all fields the probability that at least one will reach the
destination is;
Ponenotmarked = (1- Paimarked)
= (1 - C)y:l..s I:)ymarked)
- (1 - (learked)s)
- (1 - (1 - Plnotmarked)s)
- (1 - (1 - C)x:l..r I:)1notmarkedbyx)s)
- (1 - (1 - C)x:l..r (1 - p))s)
=1-1-1-p° (s=1, P=(1-1/r)7))
ex: *r=30,s=4, P=83%
* r=30, s=2, P=59%
* =30, s=1, P=36%
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e Router Stamping (Doeppner & a. CCS 00)

— Remaining Problems:

 You can send false information to the destination:
— Small s: Attacker has less chance to send you false information.
— Larges. You need less packets to find routers close to attacker.

* You need sfields.

— No space in the | P or transport headers.

— Current routers punt packets with options from hardware to
general purpose processor.

— Slow path and performance.

* Fieldsarebig:
— Address + Interface = 40 hits. 4 fields = 160 bits
— 30% penalty on 64 bytes packets.

* What happen if you have severa attackers ?
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« Probabilistic packet marking (Savage & al. SIGCOMM 00)
— Previous solution is already probabilistic so what’'s new ?

— Only use 1 field and store field in IP header 1D field.
» May betreated by hardware: prevent packet punting to GP processor.
o Packet marking is still probabilistic (P = 1/r).
— Performance issues.
— Limit impact on fragmentation (ID field modification generates packet rejection).
e Why ?.

— Fragmented traffic constitutes a small part of overall traffic (~0.45% Shannon &
a. ACM TON 2002)

— Marking is probabilistic (not every packet is marked).

— Recal P gimarked = (10" ,1=30 P oimarked = 0-37

— Ploss = Prarked - Prrag = (1 - 0.37) . 0.0045 = 0.0028 (0.28%)
— Average packet loss on theinternet : 0.011 (1.1%).

— How can you store addresses in a 16bits field ?
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 Probabilistic packet marking (Savage & al. SIGCOMM 00)

— How do you store addresses in a 16bitsfield ?

» Store edge (couple of adresses) instead of (address+interface).
— Divide space requirements by 2 using xor property:

«- AABA A=B,BAAAB=A.

B

'y

C+D

B+C
» C

>

A+B
B+C
C+D
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 Probabilistic packet marking (Savage & al. SIGCOMM 00)

— How do you know B is between A and C ?
 Include distance field to indicate distance between B and V.
» Distanceinitialized to 0 by edge router
* Incremented by each marking router.

— Westill need alot of bits!
» Reduce space requirements by using n address slices
» Space requirement divided by n but packets# required multiplied by n

 Uselogntoindicate dliceid.
— 16-log n bits for address slice.
— log n bitsfor dliceid.

1D Field Distance Slideid Address dice
5 3 8
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 Probabilistic packet marking (Savage & al. SIGCOMM 00)

— However |P address chunks are not necessarily unique:

192
192

\.

.200.
133.

12
12

:

12
12

R4
3identical chunks

Mainly due to addressing
method in the Internet

— XOR of IP address chunks bears the same problem.

— You need to break |P addresses structure in the chunk.

o |dea “mix” another values with bit interleaving to break the structure.

* You cannot choose a random number (no way to find back the address).
» |dea: Use hash function (pseudo random).
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 Probabilistic packet marking (Savage & al. SIGCOMM 00)

— How do you choose the chunk to write in the packet ?

e Marking scheme 1: Mark next packetsi=1..c with chunk C
— DRAWBACK: Y ou need to keep a state per destination !
— You only need c packets to transmit the information.
— Impossible to implement on core routers.

» Marking scheme 2: Send C, without keeping a state
— Drawback: Coupon collector problem: Y ou need many more packets.
— For n =8 chunks, you need 22 packets.
— Kind of the only solution :)
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« Probabilistic packet marking (Savage & al. SIGCOMM 00)

— How do you perform reconstruction ?
e Store n stamps.
» Order stamps according to distance into d bins.

1 2 3 d

* Order stamps according to chunk id i.
 You need d bins (Vertical coupon collector problem)
 With k chunks (Horizontal coupon collector problem)
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« Probabilistic packet marking (Savage & al. SIGCOMM 00)
— How do you perform reconstruction ?
» For stamps Sin bin 1 (Stamps only include last node before victim)
0o __|EE 2 chunks
H( 12 )_ 12
H( ?(2) ): I]E_E \V/ Chunksreceived [2[1]1|2|2| with distance=1
0d \ — [EE De-ifnterleaing
H( 12 )= 12
H( 00 ) = [EE 5 E
12 12
address hash

m[ 1] combinations
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« Probabilistic packet marking (Savage & al. SIGCOMM 00)

— How do you perform reconstruction ?

o For stampsSinbini

H( SoARE) = 55

H( B9z = 55

H( A ) = 55

H( S = :
Set of vaid

m[i-1] . m[i]< combinations

addressesfor i-1:

2|2

2 chunks
Chunksreceived |2
De-interl
12
2

1/2| address

ing

E
2

hash

with distance=i
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 Probabilistic packet marking (Savage & al. SIGCOMM 00)

— Remaining Problems:
» Computation overhead for victim to find all nodes within d hops:

d=[1.30], k=24, 8,16
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 Probabilistic packet marking (Savage & al. SIGCOMM 00)

— Remaining Problems:
» Average number of packets needed to find one node at d
d=[1..30],k=2,4,8,16,p=125

1

P(k,d) =
D= gy

)Xog(k)
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 Probabilistic packet marking (Savage & al. SIGCOMM 00)

— Remaining Problems:

» Computation overhead for victim:

— Increase k: Decrease number of ssmultaneous attackers that can be tracked
simultaneously and increase computation overhead.

— Reducek: Increase space required in packet.
* Online computation. Suggested marking probability 1/25

— S50Mpkt/s 2Mpkt/sto mark.

— Too fast for GP processor: Should be implemented in hardware.
* Modification to |P header semantic.

— Does not significantly increase general packet loss.

— Does significantly increase fragmented traffic packet | oss.
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e Improved edge coding (Song & a. INFOCOM 01)

— In previous scheme number of combination for routers at distance n, k
chunksisNOT C=  nfi- 1.mi]"

— Why ?

i=1

Remember: the attacker can send any packet to the destination.

The number of possible chunks collected by the victim is 2 Yk for nodes at
distance n with message of size h.

The number of combinations of 2 "< chunksis (2 Wk)k = 2n
If you want to track attackers at n then, you end-up with C tests to perform
where: C= d oh oh
i=1
Ex: d=5h=64(32+32),C=17.10%
Current hardware hash functions do 10° operations/s

— You have to keep C stamps before being able to reject them.
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* Improved edge coding (Song & a. INFOCOM 01)
— Basicideas:

* Do not use addresses. just use hash of addresses.
» Address “duplicates’ hash information.

« But (address, hash) couple was used to reorder chunks !
» Do not use chunks.
» Use asingle hash instead.
» Infer possible addresses using network map.

« S0 how do you know which address comes first when h isreceived ?
» H(A) A H(B) =H(B) A H(A)!
» Solution: Use 2 hash functionsH and H'.
» Test HA) A H'(B) =hand H’ (A) A H(B) = h
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e Improved edge coding (Song & a. INFOCOM 01)

— Basic ideas:

» Problem: we need 5 bits for distance information. Only 11 bits for hash.
» Collision probability: 1/21*

Packet Marking

» Use severd hash functions instead of one.

» |If we use n hash functions, we need log(n) to store hash function id.

» 11-log(n) bits for hash value (8).

ID Field | Distence
S

Hash id
3

Address dice
8

— Anaysis.
e Collision probability: 1/28for one hash function.
e Collision probability: 1/28"for n hash function.
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e Improved edge coding (Song & a. INFOCOM 01)

— Why such a benefit ?
 |f you increase size of hash by n bits you get a collision probability
C=1/28+n
 |f you use n bitsto store m = 2" hash ids you get a collision probability
C=1/28m

you can use adifferent hash
function for each packet !

H/(A) =H(B) " i
P= O PHi(A)=Hi(B))
O oy 28 = (/28
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e Improved edge coding (Song & a. INFOCOM 01)

— Lower computational complexity:
» Computation overhead for victim to find all nodes within d hops:
d=[1..30]

" Escs m{i - 1].m{i]

i=1 i=1
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e Improved edge coding (Song & a. INFOCOM 01)

— Remaining Problems:

* You need amap of the network with network addresses.
— No way to recover addresses from hash.
— Maps allows possible addresses to be checked faster.
» No need to check all hosts at distance d.
— Networks Maps are today difficult to retrieve and mostly static.
« Expensive Online computation. Suggested marking probability 1/25
— 50Mpkt/s  2Mpkt/sto mark.
— Too fast for GP processor: Should be implemented in hardware.
— Several hash functions.

e You haveto wait for several packetsto decrease the collision
probability.
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e Savage & al. e Song & Al.
— Increase collision — Increase collision
» Use fragmentation. » Hash shorter than address.
— Reduce accidental collision — Reduce accidental collision
e Use address and hash. e Use several hash functions.
o Usedistance field. o Usedistance field.
e Usechunk id.  Infer addresses from map.

What about voluntary collisions ?

o Use shared secret to
compute hash.

» Update secret frequently.
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* Probabilistic coding (Adler STOC 02)

— Basic question. What is the minimum number of bits that you should
use to store addressing information ?
e Canyouuselhit?

— Answer isyesin theory.

A

A

N/

\Victim

N/

» Represent your network as abinary tree.
» Ways between attackers and victim can be coded as binary strings.
» EX:
A1-R1-Victimis00
» We define a marking algorithm using this property:
If packets come from left link: c=0
If packets come fromright link: c=1
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* Probabilistic coding (Adler STOC 02)
— Coding

» Now depending on the incoming bit b set the outgoing bit to 1 with a
probability p that depends on ¢ and b and O in the other cases.

c/b 0 1

o R e
1 ﬁ p=1
3 A4
» Pbpy!=b) =12  (P(byy=G) = 1/2)
\ / » Py =by)=1-12=1/?2
R

A A

v

The probability that the victim receives the value generated by layer:
L1isl/2,L2is1/4 ...
Lnis1/2"

AAC: The probability that the victim receives 1 is
P(b=1)= (21 G- (1/2)

>

v

1| | A2
AT
R1

L1

v

\Victim D
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Packet Marking

— Decoding

» Wejust need to “read” the binary tree in the ratio of packetswith b = 1.
» Example: Let’s suppose that we receive 9 packets. 2 carry b = 1.
r=2/9

0 14 12 3/4

Al

A

*\2
/) 1
R1

L1

\(Qtim

N/

Packets comefrom A2 !
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* Probabilistic coding (Adler STOC 02)

— Problems
» Only works for one flow in the network.
— |t can be proved that you can not track two attackers (two flows) with 1 bit.
* Only worksin binary tree network
— But you can extend it to work in n-ary tree by increasing code size to log,(n).
* You need 2" packets to be able to retrieve attacker.
* Bit must be set to zero before first router.
— Slightly modifying the algorithm relieves that restriction.
— Improvements are provided to reduce number of packets.

 Partition network space and use same algorithm in the partition.
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« Probabilistic packet marking (general case)
— Problems:

ackets rel aledtothe attack

Ketswythottkaccidental collisions

3 )

ackets witheut voluntary collisions

N
Q 2l [

Useful Packets\\erticarsqupon collmmpm) ﬂke‘/
S sent to the victim
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Does it realy work ? (Waldvogel, ACSAC 02)

— Attack against original marking scheme (Savage & al.)
* Basicidea
— Address and hash are sliced into k chunks.
— Y ou want to generate acollision
» Hard way:
Send k sensible chunks forming an existing address.
» Easy way:
Send 1 chunk that may fit inside chunks sent by |egitimate routers.
For each chunk you produce, legitimate routers have to produce k!
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Does it realy work ? (Waldvogel, ACSAC 02)

— Attack against original marking scheme (Savage & a.)

* How to find such chunks ?
— Recover an address and chunks from a router that we want to spoof:
» A=aq...3, C=C,...C,
— Weneedtofind an addressA’t A and hash C' such that
» h(@,..a)=c..cyand” ¢l S={c...c'}, $i/ ¢’; = ¢ and h<k
— Why h<k ?
» Savage & al. suggest same size for address and hash (interleaving).
» Good Hash functions are collision free!
— Isit hard to find such (A’,C’) couples ?
» With |S'|=k-1: ~1000 collisions.
» With |S'|=k-2:~1.10° collisions.
» With |S'|=k-3:~5.108 collisions.
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Does it realy work ? (Waldvogel, ACSAC 02)

— Attack against original marking scheme (Savage & a.)

* How to find such chunks ?
— Answer: Not so hard.
» Are other schemes also likely to be attacked.
— Some other schemes use hash fragmentation.
— Some other schemes use hash values with fewer bits than addresses.
— Collisions are mandatory.
— Can attackers generate such acollision ?
» Depends on network topology!
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o EXxisting packet marking approaches:

Packet Marking

Router stamping (Doeppner & al. 2000)

Network support for | P traceback (Savage & al. 2000)
» Advanced marking scheme (Song & Perrig 2001)

» Efficient packet marking for large-scale | P traceback (Goodrich 2002)
» Adjusted Probabilistic Edge coding (Peng & al. 2003)

Algebraic approach (Dean & al. 2001)
Probabilistic packet marking (Adler 2002)

These methods use address chunks
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e |ntroduction
— Why tracking packets?
o Packet Tracking Alternatives

— Extend Flow Information.
» Packet Marking.
‘ e |ICMP messages.
— Trace back flows
» Reactive approaches.
» Preventive approaches.

e Conclusion
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o Existing ICM P message approaches:

— ICMP traceback (itrace, Bellovin 2000-2003)
» Itrace IETF wg (2000)
* Intention based traceback (Mankin & al. 2001)
* Reverse traceback (Barros 2000)
» Active traceback (Yamada 2002)

— Mostly dead since mid-2002.

— Regain of activity since beginning 2003.
e Version 4 of original draft.
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 |CMP message basics

Packet 1/

Attacker 1

Victim

Attacker 2 Packet 2
Routeur O Routeur 4
Packet 2
Packet 1 Routeur 1
béSKet 1 P e 1
Packet 1
a& Routeur 3~ | Packet 2
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 |CMP message basics

Attacker 2 Packet 2

Routeur O Routeur 4
Packet 1
Packet 1/ acket R1
Packet 1|  |Routeur 1 Packet 1 1
Attacker 1 Parket Packet R1
Packet 1| Packet RIY
a& Routeur 3~ | Packet 2
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 |CMP message basics

Attacker‘é\

R ro Routeur 4

Routeur

Attacker 1

RO

Routeur
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 |CMP message basics

— Packet collision issues similar to marking issues

» Packet attenuation:;

— Far worse than packet marking (probability to generate packet is much
lower).

» Packet overwrite:
— Does not apply.

e Accidenta Collisions: Two routers generate the same packet.
— Impossible, addresses are (supposed to be) unique.

« Voluntary collisions: Attacker generates false ICM P packets.
— Much easier than with packet marking.
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e Origina ICMP traceback (Bellovin & al. 2000-2003)
— Basicidea
» Capture packets with very low probability (1/20000).
» Send ICMP message including captured packet to the destination.
— Source of packet is capturing router.

— Packet format (based on version 3 of the draft):
0 1 2 3
01234567890123456789012345678901
T i S S T Tk s S S e S e -
| Type Code=0 | Checksum |
T i S S I Tn T T st ST S S S S T S S S S S iy s

| Message body |

T i S i T e S T S S i i U DU SUp S S
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e Origina ICMP traceback (Bellovin & al. 2000-2003)
— Body format:

T S S S T T S S T i T S B A S
| TAG | LENGTH |  VALUE. ..

T S S S T T S S T i S B S S

— Tag example (backward link):
i S I i i S I in (i e S Y >
| TAG=0x01 | LENGTH (vari abl e) |
T T S T S i e S S i i o

| | NTERFACE | DENTI FI ER (vari abl e | engt h)

+ | PV4 or |1 PV6 ADDRESS PAIR (11 or 35 octets) +
MAC ADDRESS PAIR (15 octets) or OPERATOR- DEFI NED LI NK
+ | DENTI FI ER (vari abl e | engt h) +

T T S S T T S S i i T S B S S A
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e Origina ICMP traceback (Bellovin & al. 2000-2003)

— Tag values,
0x01
0x02

Marking
Router

0x08
0x09
packet  packet 0x0A
Ox0B
0x0C

Forward Link
0x03 | nterface Nane
0x04 | Pv4 Address Pair
0x05 | Pv6 Address Pair
0x06 MAC Address Pair
0x07 OQperator-Defined Link Identifier
Ti mest anp
Traced Packet Contents
Probability
Routerld
HVAC Aut henti cation Data
Ox0D Key Di scl osure Li st
OxO0E Key Discl osure
OxOF Publ i c- Key I nformation
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e Origina ICMP traceback (Bellovin & al. 2000-2003)

— Authentication scheme

Ti
ime >
Router Keyl lifetime Key2 lifetime Key3 lifetime
eyl divulgation ey2 divulgation
Network
Trave
Victim Keyl lifetime Key3 lifetime
Key? lifetime
v v

Victim can authenticate

Victim can authenticate

packets received during keyl  packets received during key?2

lifetime

lifetime

— Key nisauthenticated using public key infrastructure.
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e Origina ICMP traceback (Bellovin & al. 2000-2003)

— Remaining Problems:

Mainly targets large and long attacks with a limited amount of distribution
among attackers.

Y ou need alot of time before you hear about remote routers.
Y ou must store packets before you can validate them.
— Validation data may get lost because of DoS.

Requires public key infrastructure to work securely.
— How to implement an authentication scheme that does not lend itself to DDOS ?

Additional packetsto treat at destination.
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 Intention based ICMP traceback (Mankin & al. 2000)
— Basicidea
» Attenuation prevents dstri buted attacksto be tracked.

1/20000
sampling
rate

@ 180pkt/s. 111s
@ 22pkis 909s
@ 13pkt/s 1538s
(O  10pkt/s 2000s

» Some parameters play arole;
— Distance (el).
— Number of packets sent to the destination (e2).
— Number of packets sent by the router (€3).
— Will expressed by the destination to track (am i under attack?) (e4)

» Modify capture probability to balance attenuation
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 Intention based ICMP traceback (Mankin & al. 2000)

— Basicidea
» Keep the same overall packet capture probability P = 1/20000.
» Compute new (increased) capture probability for packets matching criterion

el, e2, e3and e4 (PL).
» Decrease probability of other packets to be captured (P2) accordingly:
P=Pl+P2
— How to compute e ? Use some tweaking between following parameters:

» ¢l: Distance:
— Can be retrieved locally from routing protocols.
o €2, 3. Number of ICMP traceback packets sent to the victim, Total number
of traceback packets:
— Can me measured locally (7). Means that you have to keep a state per destination.
o e4: Will expressed by the victim.
— Transported through a new BGP attribute.
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 Intention based ICMP traceback (Mankin & al. 2000)

— Remaining Problems:
» BGP message integrity/authentication has to be provided.
— Attacker may disable, dter or generate intentions.
» Specific BGP attribute limits aggregation possibilities.
— Increasein BGP table size.
* Line-card design.
— Original design made it possible to implement itrace on GPP.
— No longer possible with intention based.
» Capture controlled by GPP, Performed in hardware.
» Capture parameters may change for every packet.
» Performance of hardware reconfiguration.
 |f the schemeis successful then we end up with the classical scheme.
— P=P1,P2=0.



Introduction

| Tracking |
"ClExt Flow Inf

Trace Back

|CMP Messages

 Reverse ICMP traceback (Barros & al. 2001)
— Basic ldea
» Extension to deal with deflectors.
» Send ICMP traceback packet to destination with regular frequency.
» Send reverse ICMP traceback packet to source with lower frequency.

— Attacker spoofs victim address. AL D1, D3
« Reverse traceback messages go to the A\ N4
victim. B
» With adresses of router between attacker 7 7I\
and deflector. R3 f RS
— Allows“rea” attacker to be tracked.
— Merged in original document. { 9

* 50% messages sent forward.

» 50% messages sent backward. Vi
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Comparison

* Conclusion
— How are problems dealt with ?

Accidental collision
Voluntary collision
Overwrite

Attenuation

Packet marking

Sensible: Yes

Increase code size, Use several hash functions
Sensible: Yes

Usually not properly considered

Sensible: Yes

Several marking fields, Already marked indicator
Sensible: Yes

High marking probability

ICMP message

Sensible: No

IP adresses are unique
Sensible: Yes

Use router authentication
Sensible: No

Separate messages
Sensible: Yes

Variable marking probabilities
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— Why tracking packets?
o Packet Tracking Alternatives

— Extend Flow Information.
» Packet Marking.
e |ICMP messages.
‘ — Trace back flows
» Reactive approaches.
» Preventive approaches.

e Conclusion
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Trace back
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Packet 2

Routeur 4

Packet 2

Pasket 1
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Packet 1

Packet 2
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Basics

Routeur O

Packet 1/

Attacker 1

Whereis Packet
R1 coming from ?

Whereis Packet
ming from ?

R

Trace back

flows

Attacker 2

Packet 2

Routeur 4

Packet 2

| Packet 1

Packet 1|

Routeur 3

Victim

Packet 2 \Whg e is Packet

Whereis Packet
R1 coming from ?

R

oming from ?
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Routeur O

Attacker 2

Routeur 2

Routeur 1\

Routeur 4
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flows

o Existing traceback approaches

— Reactive

e Manual ™
— Input debugging (Widdy used in operators networks).
» Netflow, sflow, cflow, ...
» Variousimprovementsin ACLSs.
» |P packet tracer (Cisco). Widely used
e Automated > in practice
— Without pattern re-evaluation:
» Dostrack, (MCI 1997).
» Centertrack (UUnet 1999).
» |CMP backscatter (UUnet, 2002). J
» Backhacking (Burch & al. 1999).
— With pattern re-evauation (Pushback, Floyd & al. 2001).

@)
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e Trace back
flows

o Existing traceback approaches

— Reactive
* Hop by hop.
» Edge tracking.
— Mainly extensions of hop by hop techniques.
— Preventive
» Sample packet capture
— Traectory sampling (Duffield & al. 2001)

o General packet capture
— Hash based I P traceback (Snoeren & al. 2002)

@)
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Reactive Approaches

« Manual flow tracking
— Basicidea
» From adescription of the traffic generating the attack
— Destination, specific transport protocol, specific packet headers.
 Find the neighbours from which most of the traffic is coming.
— Most of: Parameter to be determined on a case by case basis.
— Find the neighbours:
o Most linksin operator networks are point to point.
« Findincoming interface U find the neighbours.
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« Manual flow tracking
— Find incoming interfaces.

» Flow capture functionality

— Severd flavour:
» Juniper: cflowd.
» Foundry networks: Sflow.
» Cisco: Netflow.

» Howto: Activate netflow on a specific interface.

dst ip

T94yyy. 972
194.yyy.yyy. 2
194. yyy.yyy. 2
194.yyy.yyy. 2
194. yyy.yyy. 2

src_ip
192. xx.
192. xx.
192. xXx.
192. xXx.
192. xx.

A if
29
29
29
29

9

Reactive Approaches

Retrieve incoming interface for flows matching pattern.

out if
49
49
49
49
49

s_port
1308
1774
1869
1050
2018

d_port
77
1243
1076
903
730

pkts bytes

Y

40
40
40
40
40

pr ot
6

6
6
6
6

src_as
XXX
XXX
XXX
XXX
XXX

dst _as
ddd
ddd
ddd
ddd
ddd
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Reactive Approaches

« Manual flow tracking

— Find incoming interfaces.

» Access control lists
— Severd flavours:
» Classic:
» Howto: Apply accesslist matching pattern on every interface.
Count packets matching pattern to determine biggest contributors.

Refine pattern with additional ACL as necessary.

access-list 101 permt ip host 192.168.200.1 host 192.168. 204
access-list 101 permt ip host 192.168.203.1 host 192.168. 203

» Results: Counters

R4#show i p access-lists 101
Extended | P access list 101
permt ip host 192.168.200.1 host 192.168.204.2 (1416573 matches)

permt ip host 192.168.203.1 host 192.168.203.2 (4581 matches)
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Reactive Approaches

« Manual flow tracking
— Find incoming interfaces.

» Access control lists
— Severa flavours:
» Log-input
» Howto: Apply access list matching pattern on every interface.
Show logging information and retrieve incoming interfaces

access-list 101 permt ip host 192.168.200.1 host 192.168.204.2 | o0og-i nput
access-list 101 permt ip host 192.168.203.1 host 192.168. 203.2 | 0og-i nput

» Results: Packets

R4#show | oggi ng
1d20h: U%SEC- 6- | PACCESSLOGDP: |ist 101 permitted icnp 192.168.200. 1 @o
02. 4b5b. 4d70) -> 192. 168.204.2 (0/0), 33275 packets

1d20h: %SEC- 6- | PACCESSLOGP: |ist 101 pernitted udp 192.168. 200. 1(0) @o
002. 4b5b. 4d70) -> 192. 168. 204. 2(0), 8013 packets

»  Multipoints networks can use mac address.
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Reactive Approaches

« Manual flow tracking
— Comparison of alternatives (Based on Cisco Routers)

Method
Netflow

ACL (basic)
ACL log

ACL debug
ACL log-input

IP packet tracker

Advantages

Performance penalty very limited in any
situation.

Limited performance penalty in the best
case, Available on all versions.

Average performance penalty in the best
case. Largely available.

Largely available.
Limited performance penalty in the best

case.
Very synthetic informations.

Drawbacks

Limited availability (Version support),
Information not very synthetic.

Limited information, Performance penalty
without ACL speedup mechanisms,
Unpractical

Strong performance penalty without ACL
speedup mechanisms. Information not very
synthetic.

Strong performance penalty in any situation.
Information not synthetic.

Limited availability (Version support).

Limited availability (Version and device
support). Some performance penalty.
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Reactive Approaches

e Automated flow tracking.

Most come from network operators.

Not much theory, based on the functionality provided by existing
equipment.

Remote configuration of networks devices.
Dostrack (MCI, 1997)
» Automates ACL creation and distribution in the network.
» Developed in perl5, works on Cisco routers.
o Still inusein MCI network.
Centertrack (UUnet, 1999)
» Combines redirection and tracking.

» Limitsthe number of tracking operations by creating tunnels between
edges and blackhole.

o Trafficisredirected to backhole through tunnels when attack is detected.
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Reactive Approaches

e Automated flow tracking.
— |CMP Backscatter (UUnet 2002)

Only works with attacks using Attacker

randomly spoofed addresses.

Configure ACLs on every border router

to rgect trafic to the victim.

When regjected, traffic cause routersto
generate | CM P message (dest.
unreachable) to the source.

Blackhole specific source addresses as
previously demonstrated.

ternet

— 192.168/24, 172.16/12, 10/8.

Blackhole

— 127.0.0.1, 255.255.255.255, 0.0.0.0

Blackhole now receives ICMP
messages from border routers receiving
attack traffic..

Legit.
Client

Victim
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e Automated flow tracking.

— Pushback (Floyd & al. 2001)
* Implemented in routers. (no remote configuration)
» Combines 3 phases.
— (Detection, pattern elaboration), Tracking, Suppression.
o Detection.

— Monitors line-card output queues (output queue receives traffics from several
incoming line-cards).

— When packet |oss bypass a given level, we recover rejected packets.

» Rejected packets are the cause of the problem (independently from number
of packets).

Small flows may cause high rgection rate.
» Packets recovered constitute afair representation of rejected packets.
— From recovered packets we can generate patterns describing aggregates.
» Select the aggregate generating most of the packet | oss.
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e Automated flow tracking.

— Pushback (Floyd & al. 2001)
» Tracking (local):

— From the general packet loss rate r and number of packets recovered we can
estimate the packet rate matching the pattern (p).

— Compute reasonable rate limit of the aggregate: p' =p-p.r.
— Compute the share of each incoming interface (p’;...p’ ).

e Suppression:
— Select interface with the largest contribution 1,...1,.

— Rate limit the aggregate matching the pattern on each contributing interface
top’;.
— Notethat the rate limit does not alter conditions for sender/receiver !
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e Automated flow tracking.
— Pushback (Floyd & al. 2001)

» Tracking (remote): Al 2 AB

— For eachinterfacel,...I, determine adjacent router
R,...R,

— Send aggregate description (pattern) and rate limit to

routersR;...R, RS

— R hasto re-evaluate aggregate pattern.

» Sharpen destination address definition to only
include traffic headed to the outbound router:

195.269/16 -> 195.269.153/26

— R performsloca tracking, suppression and remote
tracking operations.
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Reactive Approaches

e Automated flow tracking.
— Pushback (Floyd & al. 2001) AL

A2

A3

e Problems:
— When do you stop tracking? 1

o8

» No morerouter to call.
» Depth specified in tracking request. R

[ =

R4

R5

— When do you stop rate limiting?

» Expiration time specified in tracking request. %/

— How do you know the attack has not stopped ?
» R must re-evaluate rate-limit based on:

*Local packet regjection rate on incoming rate limited i nterfacesO)
* Remote packet rejection rate on remote incoming rate limited | nterfaces. @

*Packet | oss rate on outgoing interf aceO

V1
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e Automated flow tracking.

— Pushback (Floyd & al. 2001)

e Problems:
— What if first rate limit on first pattern is not sufficient to lower drop rate.
» Choose second ranking pattern and perform same operation.

» Re-compute patterns based on new drop rates and packets and select new
aggregate.
— What if attacker changes the attack pattern.

» Aggregates patterns are recomputed periodically to match packets
currently dropped.

* |Implemented on BSD systems.
— No implementation plan from Cisco or Juniper.
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« Manual & Automated flow tracking.

— Remaining problems:
» Attack may not last enough to be tracked.
— Short attacks.
— Sporadic attacks.
» Widely distributed attacks are difficult to track.

— Attacker may not even spoof addresses.

— Each attacker produces “normal” traffic doesn’t mean we are not under
attack.

— When highest contributor isvery close the the average, chances are that you
will block legitimate users.

* Not every device can perform trace back operations.

— Old (3-4 years) or low end routers do not perform classification operations
very fast.

— Other functiondity are not always available.
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Agenda

 Introduction
— Why tracking packets?

o Packet Tracking Alternatives
— Extend Flow Information.
» Packet Marking.
e |ICMP messages.
— Trace back flows
» Reactive approaches.
» Preventive approaches.

e Conclusion
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Preventive Approaches

 Traectory sampling (Duffield & al. 2001)

— QOutcome:
 PSAMP IETF wg formed (beginning 2002).
* One of the goal is DDoS tracking.
 Difficulty to position wg vs other wg (RMON, IPFIX, ...)
» Main differentiator is hash sampling technique.
— Basicidea
* Determine away to find the path followed by a packet by capturing the
same packet at every router on his path.
— Capturing all packetsis not reasonable.
— Some packets have to be selected.
» Classical sampling does not allow the same packet to be captured.
» Filtering does not provide aredistic sample of the traffic.
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* Traectory sampling (Duffield & al. 2001)
— Basicidea
» Useahash function to decide if the packet has to be captured:
— Select some immutable fields within | P packet: |.
— If h(l) <t then packet is captured.

— Asnh(l) isdeterminist we will aways capture the packet or never capture it.

— It can be proved that a good hash function does not yield asignificant bias
when a sufficient number of byte from the packet are used (40).

* However attacker can learn if packet will be captured by using the hash
function himself.
— Trick: Hash function is public but we can seed the hash function with a secret
random number shared by routers.
— Problem. We either have to store packets or to forward them.

e |dea: Use another hash function to limit the size of information sent to
collector.
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Preventive Approaches

 Traectory sampling (Duffield & al. 2001)

— Main problem:

» Two routers can generate the same hash for two different packets.
— Remember birthday paradox problem ?
» Goal: Optimise the hash function given

— Diameter of the network.

— Average latency between nodes.
— Available bandwidth to collector.
— Capture probability.

— Packets/s routed per router.

— Number of routersin the network.

} Lifetime of hashs

~N

> Number of hashs produced

/

— Acceptable collision rate between hashs,

* Implemented in 2002.
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 Traectory sampling (Duffield & al. 2001)

— Main problems (related to DDoS):

* You capture only some packets.
— Capture probability remains low. (~1/200).
— Distributed attacks can pass unnoticed.
» Routers have to share a common secret.
— Security of routersis critical.
— Outcome of routers must not be observable.

» Monitoring changesin traffic patterns may lead to discovery of captured
traffic.

» May lead to DoS on routers.
* Heavy implementation.
— 1/200 packet capture almost feasible with GPP.
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o General packet capture (Snoeren & al. 2001)

— Qutcome:

o |P packet Traceback (I1PPT, partridge, 2002)

« Planto form IETF wg (beginning 2002).

» An Architecture for | P Packet Tracing (draft, Keeny, 2002).
— Basicideas:

o Keep al packets. Don’'t sample traffic.

* Don't send packets to collector. Keep packets on routers.

e Problems:
— 10line cardsrouters x 100Mpkts/s = 1Gpkts/s.
— Average: 300 bytes/pkt = 300G bytes/sto store'!
— Keepdata60s 1.8Thytesto store.
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Preventive Approaches

o General packet capture (Snoeren & al. 2001)
— Reducing data size.
» Keeponly invariant part of the packet (1).
* |dea: Use abloom filter.

H, ()= \1000110001...1j
rrTbits

| —__ L H(l)=0100010001...0 2m cells
\ of 1 bit

Hy () = 1100010101...1 —p 1
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Preventive Approaches

o General packet capture (Snoeren & al. 2001)
— Reducing data size.
» Keeponly invariant part of the packet (1).
* |dea: Use abloom filter.

H,(1;) = 0010110001...1

H;(l;) = 1110010001...0 2™ cells

/
of 1 bit
1_
H(l,) = 0000010101...1
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» General packet capture
(Snoeren & al. 2001)

— Reducing data size.

o After n packetsthe
probability to have a
collisonis:

P=(1-(1-12m)k.n)k
e k=3, m=4,n=3
P = 8.5%.

» Average datareduction
ratio:

N = 300*8*3/24 = 450 !
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o General packet capture (Snoeren & al. 2001)

— Problems:
» Worst case data reduction ratio:
— 40*8*3/2* = 60.
— 14 Thytes/450 = 16 Ghyte for 30s.
High but feasible.
* Write bloom filter in memory every 3 packets.
— 3ns: too fast for synchronous RAM (~10ns).
— Minimum: 10pkt. (m=6) P =9.6%
Slightly worse.
— Slower version implemented at BBN.
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Preventive Approaches

o General packet capture (Snoeren & al. 2001)

— Tracking architecture.

o 3levels
— AreaManagers. STM (SPIE Traceback Manager).
— Collectors: SCAR (SPIE Coallection and Reduction Agents)
— Routers: DGA (Data Generation Agents)

Area «— «— Area
M anager Customer M anager

Collecto Collector Collector]
Router Router
Router \ Router

Router
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o General packet capture (Snoeren & al. 2001)

— Remaining problems:

* You need network topology to direct filters requests.

» 60sistoo short. Most attacks take longer to be discovered.
— Discovery usually performed after several minutes.

* Implementation in line-cards
— hash functions.
— memory extensions.
— Busrequirementsin memory hierarchy.

 Data reduction technique patented by BBN.
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Conclusion

« A taxonomy of tracking approaches

Extend Flow
Information

Packet marking

|ICMP Message

Track back flows

Reactive methods

Preventive
methods
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Final words

« Many, many alternatives.

» Lack of toolsto perform comparisons.
— Theoretical modelsfor tracking.
— Modelsfor tracking environments.
— Modelsfor attacks.

» Large gap between those implemented and research resullts.
» Many problems no considered: Multicast, Mohility, IPv6, ...

o Some results are still shaky.
— Attacksare still to come.
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o Alternativesto packet tracking.

— Limit users freedom
» Prevent address spoofing
— Ingress Filtering
— URPF (dtrict, loose, feasible)
— ASlevel spoofing prevention (DPF, Park & Lee SSGCOMM 01)
* |ncrease control on terminals
— Managed security for end systems (user monitoring)
— Microsoft TCPA

— Avoid asymmetric routing
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* Will we see DoS tracking measures implemented in routers?
— Technical perspective:
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* Will we see DoS tracking measures implemented in routers?
— Technical perspective:
» Without arevolution in eectronic components routers will have to:
— Bedifferent.
— Disappear.
» Bedifferent:
— More smple (less functions) ?

» Today®router complexity equals super computers.
» Goal may be to focus on routers primary functions in the future.

* |sit wiseto add new functionality when the goal isto simplify.
* (Most) Tracking functions are (still) far to costly to be implemented.
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* Will we see DoS tracking measures implemented in routers?
— Economical perspective:
o Carriers point of view.
— DoS benefit network operators...
» Customers pay for traffic received.
» Customers pay to stop attacks.
» Operator pays for outbound-inbound ratio.
— ... that are able to stop at the edges ...
» Traffic uses unnecessary resources,
— ... BIG attacks.
» Big attacks target mostly large customers.
» Only large customers can pay for such service.
» Big attacks are easier to stop.
» Big attacks do not occur so often.
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* Will we see DoS tracking measures implemented in routers?
— Economical perspective:
» Manufacturers point of view:
— Implementation is very costly.
— Existing functions can cope with reasonabl e attacks.
« Conclusion
— Individua Customers (mostly) don’t care about DoS.

— Carriersdon’'t see a market to sell such functionality.
— Manufacturerstarget the ssmplification of routers.
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Istherereally no hope ?:-)

— New threats:
 Increase in the number of very distributed attacks on large customers.
* New viruses (or new old viruses).
— New approaches:
» Boxeson the side (some already exist - , arbor networks ...)
» Programmable (or at least more open) router GPP processor.
» Solutionsthat do not require changes in hardware.
» More lightweight approaches.
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Cleverness has never been seen associated with long delays.
Sun Tzu, The Art of War.



